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AHHOTALUUA

Hactoawmun [OOKYMEHT SBNSeTCss  PYKOBOACTBOM  CUCTEMHOrO  nporpaMmmucrta
nporpaMMHOro  CcpeacTtea aBTOMaTU3MpOBaHHOro paboyero Mecta agMuHUCTpaTtopa
6esonacHocTn nHdpopmaumm (MC APM ABN).

CTpYKTYpPHO OOKYMEHT COCTOUT U3 NATU pasaenos.

B nepBom pasgene ykasaHbl HasHayeHue n dyHkumn NMC APM ABW u ceBegeHnsa o
TEXHUYECKUX N NPOrpaMMHbIX CpeacTBax, obecnevnBaoLmnX BbIMOSIHEHWE OAHHOW NPOrpaMmbl,
a Takke TpeboBaHUA K nepcoHarny.

Bo BTOpom pasgene npveeaeHsbl ceegeHus o ctpyktype NC APM ABW, ero coctaBHbIX
4YacTAX, O CBA3SAX MEXAy COCTaBHbIMUM YaCTAMM M O CBA3AX C APYTMMU NporpamMmmMamMu.

B TpeTbem pasgene npvBeaeHo onucaHue gencteuir no Hactpownke NC APM ABU Ha
YCINOBMWSI KOHKPETHOIO NPUMEHEHUS.

B ueTBepTOM pasgene npvBeeHO onncaHue crnocoboB NPOBEPKM, NO3BONAOLWMX AATb
oOLLee 3akntodeHne o paboToCNOCOBHOCTM.

B natom pasgene ykasaHbl TEKCTbl COOOLLEHMIA, BbldaBaeMblX B XOAE BbIMOSHEHUSA
HaCTPOWKM, NPOBEPKU MpPOrpamMmbl, a TakkKe B XOAE BbINOSIHEHUSA NPOrpamMmbl, ONMCaHUE WX
coaepXXaHuns 1 AeNCTBUIA, KOTOPble HEOBXOANMO NPeanPUHATL NO 3TUM COOBLLEHUAM.

[lOKyMeHT npegHa3Ha4YeH A5 03HAaKOMITEHUS AOSMKHOCTHLIM L aM, OCYLLIECTBASOLWLMM
akcnnyatauuto NC APM ABI.
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1. OBLLUME CBEOEHUA O NPOIrPAMME

1.1. HasHayeHue nporpamMmbl

[MporpammHoe cpeacTBO aBTOMaTU3MpOBaHHOro paboyvero mecta agMuHUcTpaTtopa
6esonacHocTn nHdopmaumm (MC APM ABU) PYCB.30488-04 (oanee no TekcTy — nporpamma)
npegHasHayeHoO AnNa  aBToOMaTuM3auMm MOBCEOHEBHOM [OeATEeNbHOCTU  agMUHUCTPATOpPOB
©e3onacHOCTM WMHopMaunn Npu BbINOMIHEHUMM pPaboT Ha cepBepax M paboymx CTaHUMSX,
PYHKUMOHUPYIOLWNX NOA YNpaBfieHMeM OnepaumoHHOM CUCTEMbI cheunaribHOro HasHayeHus
«Astra Linux Special Edition» o4epegHoe o6HoBneHne 1.6 (6e3 ob6HOBREHWA  UnK
yCTaHOBEHHbIMW OnepaTMBHbIMK 06HoBNEHNsMK 6, 10, 12) n oyepegHoe obHoBneHne 1.7 (6e3
OOHOBMEHUA UMW YCTAHOBMEHHbLIMK onepaTuBHbIMW obHoBeHnamun 1.7.1, 1.7.3) ¢ BepcusMmu
anpa 4.15, 5.4, 5.10, 5.15.

1.2. DYyHKUMM NnporpamMmmbil

Mporpamma obecneymBaeT pelueHne crneayrowmnx PyHKUMOHanNbHbIX 3agay:

1) nocTpoeHne cnucka OOMEHOB M peecTpa ynpaBnseMblX YCTPOWCTB, WU KOHTPOSb
COCTOSIHUS yrpaBnsieMblX YCTPOWUCTB;

2) ynpasrieHue pasrpaHn4yeHmemM ocTyna K pecypcam ynpasnsembiX YCTPOWUCTB;

3) nony4yeHne cnmcka NpoLeccoB, 3anyLeHHbIX Ha ynpaBnseMoM YCTPONCTBE;

4) reHepauusi, ycTaHOBKa M CMeHa napofiel Yy4YeTHbIX 3anuMcen norb3oBaTenen c
MCNonb3oBaHMEM NporpaMMbl reHepaLmm naponen;

5) nonyyeHne cnucka nonb3oBaTenien, BbIMOMHMBLLUMX BXO4 Ha ynpasnsemoe
YCTPOWCTBO;

6) ynpasnieHMe 4OCTyrnoM nosnb3oBaTenen K yCTponcTesaMm JOMEHaA;

7) cTMpaHMe 3almiaeMon MHpopMaunn Ha ynpaBnsieMbiX YCTPOMCTBaAxX Mo KomMaHae
agMunHucTpaTopa 6e3onacHoCTN nHpopmauuu;

8) cosgaHue/pefakTpoBaHMe YYETHbBIX 3anucein nonb3oBaTesnen;

9) 6nokmpoBKa/pa3boKMpoOBKa YyYEeTHbIX 3anucen nonb3oBaTtenen agMuMHUCTPaTOpPOM
6e3onacHocTn nHopmaumu;

10) npoBegeHne  pernameHTHOro  KOHTPOMs  UENOCTHOCTM  Ha  ynpaBnaeMblX
YCTPOWCTBAX C BO3MOXXHOCTbIH OTOBpaXKeHUs1 1 JOKYMEHTMPOBAHNSA pPe3ynbTaToB;

11) ynpaBneHne paboTon N KOHTPONb COCTOSIHUA CPeACTB aHTMBMPYCHOW 3aliMTbl Ha
yrnpaBnsemMblX yCTPONCTBaAX;

12) TectupoBaHne  paboTocnocobHOCTM  CpeacTB  3awuTbl  MHOpMauum  Ha
yrnpaBnsiemMblX YCTPOMCTBAaX C BO3MOXHOCTbO OTOOpaXxeHuss U OOKYMEHTUPOBAHUSA

pe3ynbTaToB,;
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13) dhopmmpoBaHne N NPOCMOTP KypHANoB cobbiTUN MHPOPMAaLMOHHON 6e30NacHOCTH;

14) apxvuBupoBaHue, BOCCTaHOBIEHNE n ouncTka XypHanos cobbITUn
MHdopMaLUnoHHoM Be3onacHoCTy;

15) npuem n nepegaya cobbituin HCL cootBeTcTtBeHHO ¢ APM ABWU HWXHero ypoBHs Ha
APM ABW BepxHero ypoBHsS.

16) aBTO6NOKMPOBKA NOSIb30BaATESNS NPU BO3HUKHOBEHUM 3a4aHHbIX cobbiTun HC[;

17) pe3epBHOE KONMMpOBaHME OaHHbIX (KOHUrypauumn) ynpaensemMblX JOMEHOB;

18) pesepBHOe KONUPOBaHME M BOCCTaHOBIIEHNE 6asbl JaHHbIX MPOrpaMmsl;

19) Bo3amoxHOCTb nepenayn Ha APM ABW akcTpeHHoro coobuieHnst 0 BO3HUKHOBEHMN
BHewITaTHoW cutyaumm («PaboTta nog npuHyxaeHnem») ¢ noboro ynpasnsieMoro yCTpoucTBaa;

20) onoBelleHne agMmuHucTpatopa 6esonacHocT O dakTax unm nonbitkax HCLO k
3awuLaemMbIM pecypcam;

21) TMpaxnpoBaHWe NpaBui 4OCTyNa K OTYYyXXAaeMbIM HOCUTENSAM MHGOPMaLUN.

22) BegeHne Tabnuubl pasrpaHMYeHns LOCTyna nonb3oBaTtenen K 3awuaeMbiM
pecypcaw;

23) npoBefeHne KOHTPOMs COOTBETCTBUA AEWCTBYIOLUMX OUCKPELMOHHbIX, MaHAaTHbIX
npaB JocTyna n nonuTukn ayguta TpebyembiM 3HaYeHnam Tabnuupl pasrpaHnyeHns goctyna K
3almuaemMbiM pecypcam.

[Ona obecneyeHnst BbINOMHEHUS  (OYHKUMOHANbHOM  3ajayn, MNpuUBEOEHHOMW B
nepedncrneHnn 4), Heobxoanmo Hanuumne yctaHosneHHoro Ha APM ABW mnsgenus «Komnnekc
nporpamm «CneumanunanpoBaHHbIn reHepaTop naponen» (KM CITl) PYCB.30563-01.

[Ona obecneyeHns BbINOMHEHUA  YHKUMOHANbHOWM  3adayv, NpuUBEAEHHOW B
nepeuncneHnn 11), HeobxoaMMO HanuMune YCTaAHOBMEHHONO Ha YrnpaBfsieMbIX YCTPOWCTBaX

cpencTea aHTUBMPYCHOW 3aLLUMUThI.
1.3. MMHMManbHbIN cOCTaB annapaTHbIX CPeacTB

Ycnosuem paboTbl NporpaMmmbl SBASIETCA HaNMYne TEXHUYECKUX (annapaTHbIX) CpeacTs
C NapameTpamu, yaoBNETBOPSHOLWMMN HUXKENEPEUNCIEHHBIM TpeboBaHNAM.
1) cepBepHas 4acTb:
- NPOLLECCOp C TaKTOBOW 4YacToTon He Huxe 2 Tu;
- O3Y — He meHee 2 GanrT;
- 06bem ceoboaHoro guckosoro npoctpaHcTea Ha HXXM[ — He meHee 100 [GanT;
- MOHUTOP C pa3pelueHnemM He MeHee 1024x768;
2) KNMeHTCKas YacTb:
- NPOLIECCOp C TAaKTOBOW YacToTon He Hmxke 1 Tu;

- O3Y — He meHee 1 [OanT;
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- 06bem ceoboaHoro guckoBoro npocTtpaHcTea Ha HXKM[ — He meHee 1 [GanT;
- MOHUTOP C paspeLlleHnemM He meHee 1024x768.
[Ansa npeacraBneHns pesynbTaToB paboTbl NPOorpamMmbl B BUAE BbIXOAHbLIX JOKYMEHTOB
B neyaTHom hopme HeOoBX0AUMO HanMyne nevyaTaroLero ycTpomucTaa.
TexHu4eckne (annapaTtHble) cpeacTBa 00begMHATCA B JIOKANbHYIO BbIMUCAUTENBHYIO
CeTb CO CKOPOCTbIO Nepenayn gaHHbIX He meHee 100 MbuT/c.
Ana vHcTannsaumm nporpammbl Heobxoammo Hanuume B NOBM ycTponcTtBa 4yTeHus

[AVCKOB.
1.4. MMHUManbHBLIA COCTaB NPOrpaMMHbIX CpeacTB

1.4.1. MNMporpamma npegHasHadeHa ans OyHKUMOHMPOBAHUA B ONEpaLMoOHHON cucteme
cneumanbHoOro HasHayveHusa «Astra Linux Special Edition» PYCB.10015-01 (ganee no Tekcty —
OC CH), BkntovatoLLen B CBOM COCTaB HMXenpmueegeHHoe obliee nporpaMMHoe obecneyveHme:

- CpeAcTBa opraHmMsauun eamHoro npocTtpaHcTea nonb3osatenen (EMM) Ha ocHoBe
cnyx6 opraHusaumm gomeHa ALD unn FreelPA;

- 3awmweHHasa CYB[] PostgreSQL.

1.4.2. Ana peanu3aumm QYHKLMOHANBbHOIO HasHa4yeHust nporpaMmmbl  HeEoBxo4Mmo
Hanu4ne yCTaHOBNEHHOro NporpaMmMHoro obecnevyeHus:

- CpeacTBa aHTUBMPYCHON 3alumThl (Ha ynpaBnsieMblX YCTPOMCTBaxX);

- n3penna «Komnnekc nporpamm «CneuunanmanpoBaHHbii reHepaTop naponeny (Kr1
Crm) PYCB.30563 01 (Ha APM ABW).

1.5. TpeboBaHMA K nepcoHany (CUCTeMHOMY NPOrpaMmMmucTy)

CucTeMHbI NporpamMMmUCT OOSMKEH MMEeTb HaBblkM padoTtbl ¢ OC CH «Astra Linux
Special Edition» PYCBE.10015-01 Ha ypoBHE agMuHUCTpaTopa onepaunoHHON CUCTEMBI.

B nepeyeHb 3agay, BbIMNOMHAEMbIX CUCTEMHbLIM MPOrPaAMMMUCTOM, OOMKHbI BXOAMUTb:

- 3aJa4a yCTaHOBKM (MHCTannsaummn) n Hactporiku NC APM ABU,

- 3agava npoepku pabotocrnocobHocTn NC APM ABWN.
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2. CTPYKTYPA MNMPOIrPAMMBI

2.1. CBegeHus o CTpyKType

CTpyKTypHO nporpaMmma COCTOUT U3 CNeayoLmMX COCTaBHbIX YacTen:

- KNMEeHTCKas YacTb (areHT 6e3onacHoCTn);

- cepBepHas 4acTb (cepBep 6e3onacHocTw);

- IporpaMMHOe CpeacTBO aHanmsa cobbiTuiA  MHOPMaUMOHHOM  6Ge30nacHOCTU

(MC aHanu3aa cobbiTun UIB).
2.2. CBegeHns o COCTaBHbIX YacTAX NporpamMmbl

KnueHTckaa 4acTb ycTaHaBnMBaEeTCs Ha Bce cepBepa M pabouve CTaHuuu OoMeHa.
AreHT 6e3onacHOCTU (PYHKUMOHMPYET B (POHOBOM pexume Kak cnyxba un He wumeer
rpadomyeckoro nHTepdenca.

CepBepHass 4acTb YycTaHaBnmBaetca Ha APMABW. CepBep 6e3onacHocTu
npegoctasnser ABW  aproHoMunyHbIM  rpadudeckun  nHTepdenc gnsa  obecnedeHus
aBTOMaTM3auumM NOBCEAHEBHOWN OeATENbHOCTU aMUHUCTPATOPOB Be30nacHOCTU NMHpopMaLmm
npy BbINOMHEHMM paboT Ha cepBepax W paboynx CTaHUMAX (QYHKUMOHUPYOLWKX nog
ynpasneHnem OC CH «Astra Linux Special Edition».

MporpammHoe cpeacTBO aHanmmsa  CoObITUA  MHPOPMaUMOHHOM  6Ge30nacHoOCTU
yCTaHaBnMBaeTCAa Ha OOHOM W3 YynpaBnseMbliX YCTPOWUCTB (CepBep LEHTpariM3oBaHHOIo

NPOTOKONMPOBAHUS) N PYHKLMOHMPYET Kak crnyxba B (POHOBOM pexunme.
2.3. CBeaeHus o CBA3AX MeXAy COCTaBHbIMM YacTAMU NPOrpaMmbl

MporpammHoe cpeacTBo aHanusa cobblITuin KUHGOPMaUNOHHOM ©e3onacHoOCTU
obecneynBaet onpeaeneHne 3Ha4YMMOCTU COObITMI, COOpPaHHbIX C yrnpaBnsieMblX YCTPOWUCTB
KOHTPONMPYEMOrO AOMEHa C WCMOfb30BaHMEM CUCTEMHOIO CepBMCa rsyslog, C TOYKK
3peHusi obecneveHnst nHbopmMauMoOHHON Be30NacHOCTH.

AreHTbl 6e30onacHocTn obecneynBaloT BbIMNOSIHEHNE KOMaHA, NOCTYNUBLLUMX OT cepBepa
©e30nacHOCTN, NoNyYeHNE pe3ynbTaToB UX BbIMOSIHEHUSA M OTNPAaBKY Ha cepBep 6e3onacHOCTW.
B3anmopencteme mexay areHTamu u cepBepoM 6e30macHOCTU Npu 3TOM OCYLLECTBIISIeTCA No
crneumanbHOMYy NpPOTOKOMy, obecneymBaroieMy YCTAHOBMEHWE MeXOy HUMWU JTIOrM4YecKoro
COeANHEHMUS N KOOUPOBAHWS AaHHbIX C BbIYUCIIEHUEM KOHTPOJSTbHOW CYMMbI.

AreHTbl 6e30nacHOCTM, YyCTaHaBNMBaeMble Ha KOHTpoOnnep AOMeHa, Kpome TOoro,
obecneunBaot cbop MHOpPMaUMM O KOHUrypauum AOMeHa W OTNpaBKy ee Ha cepsep
6e3onacHOCTX, BbIMNOMHEHME KOMaHZ MO YnpaBfeHWt0 OOMEHOM, MOJTyYeHHbIX OT cepBepa
GesonacHocTM, a Takke nepegadvyy Ha cepBep 6GesonacHocTM cobbITUIA MHOPMALMOHHOM

6e3onacHocTn 13 NC aHanunsa codbiTun VB.
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2.4. CBefeHuUs 0 CBA3AX C APYrMMM NporpaMmmamMu

NMC APM ABW ncnonb3yeT KOMMNOHEHTLI, BXOASLLME B COCTaB OnepaLmOHHON CUCTEMBI
cneymanbHoro HasHaveHus (OC CH) «Astra Linux Special Edition» PYCB.10015-01:

- CpeAcTBa opraHuMsauun eamHoro npocTtpaHcTea nonb3oartenen (EMIM) Ha ocHose
cnyx6 opraHndauumn gomeHa ALD nnun FreelPA;

- 3awmweHHasa CYB[] PostgreSQL.

[na BbinonHeHnss cbopa cobbITUN MHOPMALMOHHON GEe30MacHOCTU, NPOU3oLLEeLLNX
Ha ynpaensieMblX YCTPOMCTBAxX, Ha CepBeEpPe LEHTPanM3oBaHHOIO MPOTOKONMPOBAHUSA
ncnonb3yeTcsa cuctemHasd cnyxba rsyslog.

[Mpn BbLINOMHEHMM oONepaunn reHepauuMm naporen nonb3oBatenien B nporpamMmme
OCYLLIECTBMNSAETCA  BbI30OB  KOMMOHEeHTa  «[dnHamuyeckne nporpamMmHble  GUGIMOTEKU»
PYCB.51122-01 u3 coctasa usgenus KN CIMT PYCB.30563-01.
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3. HACTPOUKA NPOrPAMMbI

3.1. HacTpouka Ha cocTaB TeXHU4YECKUX CpeacTB
Mporpamma He TpebyeT Kakmx-nMbo HaCTPOEK Ha COCTaB TEXHUYECKUX CPEACTB.
3.2. HacTpouka Ha cocTaB NporpaMMHbIX CpeacTB

3.2.1. NpeaBapuTenbHasa NoAroToBKa

YctaHoBka NC APM ABW BkntoyaeT B cebsa cnegytowme waru:

- YCTAHOBKY Ha BCeX ynpaBnsieMbIX YyCTponcTBax areHtoB 6e3onacHoctn NC APM ABW;

- yctaHoBky Ha APM ABW cepeepa 6e3onacHocTtu NC APM ABWY;

- YCTAHOBKY Ha OAHOM U3 ynpaBriieMblX YCTPOUCTB (CepBepe LeHTparim3oBaHHOMo
npoTokonmpoBaHus) MNC aHanusa cobbitun UB.

lMepen Hayanom ycTaHOBKM nporpaMmmbl HEOBXOANMO:

-ybeouTbca B TOM, YTO HACTpPOEHbl floKanbHas ceTb W Tpebyemble aOna ee
dyHKUMOHNpoBaHus ceTesble cnyxobl (DNS, DHCP, NTP u np.), BbiNornHeHa ycTaHoBKa u
nepBuYHasa HacTpoKrKa CpeaCcTB OpraHusauMmM eauHoOro NpoCcTpaHCcTBa nosb3oBaTternen Ha base
cnyx6 opraHmsaumm gomeHa ALD wunu FreelPA. lMogpobHas uHdopmMauuss O HacTponke
NIOKanbHOWM CeTWn, CETEBbLIX CEPBUCOB, CNyObl opraHuM3aumm gomeHa ansa ynpasnexus ENMM
npuBegeHa B  OokymeHTe  «OnepaumoHHaa cuctemMa  cheumarnibHoOro  HasHaveHusi
«Astra Linux Special Edition». Pykosogctso agMmuHucTtpatopa» PYCB.10015-01 95 01,

- y6eamTbca B TOM, 4TO Ha cepBepax B[l ycTaHOBMneH nakeT postgresqgl-se-test’
n3 coctasa guctpmbytmea OC CH «Astra Linux Special Edition». MNpu oTcyTcTBUM JaHHOrO
naketa HeobxoAMMO TMpPOM3BECTU €ro YCTAHOBKY B COOTBETCTBUM C  OOKYMEHTOM
«OnepaumMoHHaa cuctema  cneumanbHOro  HasHadeHusi  «Astra Linux Special Editiony.
Pykosoacteo no KC3. Yactb 2» PYCB.10015-01 97 01-2;

- Ha YyCcTpoucTBe, npefHasHa4YeHHOM [Ans pasMmelleHuss 6asbl JaHHbIX  cepBepa
6esonacHoctn NC APM ABW, BbINOMHUTL YCTAHOBKY W HACTPOWKY cnyxbbl ssh ans
obecneyeHna pgoctyna nop YYETHOM  3anUCbio  NOMb30OBaTens, MMeloWwero npasa
cynepnosib3oBaTensi, Ha JaHHOe YCTPOUCTBE;

- NpOBEPUTb AOCTYMHOCTb Ha ynpaBndemom yctponctee anctpmbytmea OC CH «Astra
Linux Special Edition», BbINOMHMB OT UMEHN Cynepnornb3oBaTens B OKHE TepMmnHana KomaHay:

apt-get update

- BbIMOMHUTL 3anyck nporpaMmmbl « TepmuHan Fly»;

- MONYyYUTb NpaBa cynepnosib3oBaTers, BbINOSIHMB B OKHE TepMUHana KoMmaHay:

sudo -1

! Maket postgresql-se-test-9.6 ycraHaBnusaetcad B OC CH Bepcun 1.6, naket postgresql-se-test-11
yctaHaBnuBaeTtcsa B OC CH Bepcun 1.7
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- YCTaHOBUTb ﬂ,I/ICTpl/I6yTVIBHbII7I HOCUTESITb B yCTpOVICTBO YTEeHUA KOMNaKT-ONCKOB WU
CMOHTUpPOBATb €ro, BbINMOJIHMB B OKHE TEPMUHAlIa KOMaHAy:
mount /dev/cdrom /media/cdromO

- NEPENTN B KaTanor ¢ ycTaHOBOYHLIMW hannammn gucTpudytmea:
cd /media/cdrom0/

3.2.2. YcTaHOBKaA 1 HacTpomnka areHToB 6e3onacHocTtu NC APM ABU

AreHTbl 6e3onacHocTM ycTaHaBnmBatoTca Ha Bce APM n cepsepa (Bkntodas APM ABW).

CyulecTtByeT ABa BapyaHTa YCTaHOBKW areHTa 6e30nacHOCTH:

- py4Has yCTaHOBKa;

- aBTOMaTtmyeckas ycTaHOBKa.

[nsa BbINONHEHUs ycTaHOBKKM areHTa 6e3onacHoctn NC APM ABU Heobxoanmo:

- BbIMOMHUTL 3anyck nporpammbl « TepmuHan Fly»;

- MONY4Y1Tb NpaBa Cynepnonb30BaTens, BbINOSIHUB B OKHE TEpMUHANa KomaHay:

sudo -1

B cnyyae py4yHon yctaHOBKU TpebyeTcs BbINOMHUTL KOMaHAY:

- Npy ucnonb3oBaHun gomeHa ALD:

apt install ./armdl-ald.deb

- Npy ucnonb3oBaHuu gomeHa FreelPA:
apt install ./armdl-freeipa.deb

[na aBTOMaTU4eCKOW YCTaHOBKM TpebyeTcsa 3anyCcTUTb CKPUMNT YCTAHOBKMW, BbIMOSHUB
KOMaHay

sh ./install PsArmAbi.sh
1 BblbpaTb U3 NepeydHsa NyHKT «AreHT 6e3onacHoOCTNY.

B npouecce yctaHoBku areHTa 6e3onacHocTu TpebyeTcs:

- yKa3aTb Hanuyue y yCTponcTBa posnn KOHTposifepa JOMEHa;

- ip-agpec cepsBepa cbopa >XypHanoB COObLITUM WMHMOPMaUMOHHON 6Ge3onacHoOCTH,
obpabaTbiBaembix [1C aHanunsa cobbitnn Ub;

-B CNnyyYyae Hanuuus ponm KOHTposfiepa AOMeHa Ha ynpaBnseMOM YCTPOUCTBE
AonosiHMTEeNbHO TpebyeTca ykasaTb Naponib agMuHucTpatopa 6asbl gaHHbix [1C aHanuaa
cobbiTnn UB;

- BblbpaTb BapuaHT onpegeneHus ip-agpeca cepeepa 6esonacHoctn NC APM ABU
(aBTOMaATMYECKMI MOMCK NN PYYHOW BBOA) M yKasaTb ip-agpec;

- yKa3aTb HYXHbI MHTepdenc npn obHapy>KeHUM Ha YCTPONCTBE HECKOSbKUX CeTeBbIX
NHTEepdencos;

- yKka3aTb Hanumume Ha yctponctBe yctaHoBneHHoro NC PM ABW u3 coctaBa [MAK

«HabaTt».
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3HayeHna napamMeTpoB CoOxpaHAwTca B hanne /etc/armdl.conf n MOryT ObiTb
OTpefaKkTUpOBaHbl NO3AHEE B TEKCTOBOM pefaKTope.

Mpn HanNU4MM y yCTpPONCTBa POSin KOHTpoNnepa AomeHa Heobxoanmo ybeanTbes, YTo B
anne /etc/armdl.conf yCTaHOBMEHO 3HadYeHne «1» napameTpa «IsDomainContry:

IsDomainContr=1

lMocne 3aBepweHus yctaHoBku areHta [NIC APM ABW pekomeHayeTcs BKNHOYAUTH
KOHTPOSfb LENOCTHOCTM annoB B AUPEKTOpUMM /opt/ArmAbi/system. [na 3Toro
Heobxoaumo fobaBuTb B pann /etc/afick.conf CTPOKY

/opt/ArmAbi/system/ PARSEC
1 BbINOSTHUTbL OT MMEHW Cynepnonb3oBaTenisa B OKHE TepMuHana KomaHay

afick -i

Cratyc cepBuca areHTa 6€30nacHOCTM NOcMe YCTaHOBKU MOXHO NPOBEPUTb, BbIMOMHUB
OT UMEHM Cynepnonb3oBaTeNns B OKHE TEpMUHANa KOMaHay:

systemctl status armdl

Mocne 3anycka areHTa 6e3onacHoctM B dhamne /tmp/armdl.log co3gaeTcs
npoTokon paboTbl, coaepXalimi UHGOPMaUUIO O MNOOKNIYEHUUN K CepBepy, BbIMOMHEHHbIX
KomMaHaax cepBepa 6esonacHoCT! 1 T.4.

Mocne yctaHOBKM areHTa 6e30nacHOCTM MPOUCXOAUT MOMbITKa €ro aBTOMaTU4YEeCKOM
pernctpauus Ha cepBepe 6e30MacHOCTM C Bbldayen COOTBETCTBYIOLErO COObLWeEeHNa Ha
cepsepe 6esonacHocTn. B criyyae OTCyTCTBMA NOMbITKU perucTpaumm areHta 6e3onacHocTu
TpebyeTca BbLINOMHUTL OT MMEHW Cyneprnonb3oBaTenss B OKHE TepMuMHana KoMaHay
nepesanycka cepsuca areHTa 6e30nacHOCTMU:

systemctl restart armdl

Mpn ycnewHon perucTpaumm areHta 6e30nMacHOCTM MPOMCXOOUT aBTOMaTU4ECKoe
3arnonHeHune nornen idDev U idD1 B dpanne /etc/armdl.conf.

Mpn HeobxogMmocTn nepeperucTpauum areHta ©GesonacHocTn TpebyeTcs ygoanuTb
3HayeHuss napamMeTpoB idDev M 1idD1 B danne /etc/armdl.conf W BbINOMHUTb

nepesanyck cepsuca areHta BGe3onacHocTu.

3.2.3. YcTaHOBKa U HacTpouka cepBepa 6esonacHocTtu NC APM ABU

CepBep 6e3onacHocTM ycTaHaBnmBaeTcs Tonbko Ha APM ABW.

[nsa BbINoNHeHUs ycTtaHoBKKU cepBepa 6esonacHocTn NC APM ABU Heobxoaumo:
- BbIMOMHUTL 3anyck nporpammbl « TepmuHan Fly»;

- MONYyYUTb NpaBa Cynepnosib3oBaTesis, BbINOMHMB B OKHE TepMuUHana komaHay:
sudo -1

CyuwiecTByeT ABa BapvaHTa yCTaHOBKM cepBepa 6€30MnacHOCTMU:
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- py4Has yCTaHOBKa;

- aBTOMaTMyecKas ycTaHOBKa.

Mpw py4Homn ycTtaHoBKe TpebyeTcs:

yCTaHOBUTBL ApariBep 6a3bl AaHHbIX 1ibgt5sql5-psql’, BbINOMHMB KOMaHAy :

dpkg —-i ./<HasBaHmMe naxkera>

- BbIMOMHUTbL KOMaHAy:

- Npy ucnonb3oBaHun gomeHa ALD:

apt install ./armabi-ald.deb

- Npu ncnonb3oBaHun gomeHa FreelPA:
apt install ./armabi-freeipa.deb

[na aBTOMaTU4eCKOW YCTaHOBKM TpebyeTcsa 3anyCcTUTb CKPUMNT YCTAaHOBKMW, BbIMOSHUB
KomaHay

sh ./install PsArmAbi.sh

1 BblbpaTb 13 nepeyHs NyHKT «CepBep 6esonacHocTn + AreHT 6e30nacHOCTUY.

B npouecce yctaHoBku TpebyeTca npounTaTtb U NPUHATL JIMLLEH3MOHHOE cornalleHue u
yKasaTb 3Ha4yeHu s crieayroLlmx napaMmeTpoB:

- NOrMH agmuHuUcTpaTopa 6e3onacHocTn uHGopmaumm Ha APM ABW (OOMeEHHbIn
nosfib3oBaTesb);

- Napofib agMUHUCTPaTOpa JOMEHHON cnyxbbl ALD;

- Naposib agMuHucTpatopa 6asbl JaHHbIX cepBepa NC APM ABW.

B cnyyae pasmeweHus yctaHosku B[ NC APM ABW Ha yganeHHOM xocTe Tpebyetcsa
y6eanTbCa, YTO Ha HEM YCTaHOBMEHbl M HACTPOEHbl MakeTbl ssh U postgresgl W yKasatb
3Ha4yeHus napameTpoB:

- ip — agpeca cepepa pasmelleHnsa b NC APM ABW;

- UMS nonb3oBaTens ¢ npaBaMn sudo Ha cepBepe pasmelleHus B[,

- Maposib Nosib3oBaTens.

lMocne BbINOMHEHUA ycTaHOBKM cepBepa 6e3onacHoctn NMNC APM ABUW  Heobxoaumo
cornacuteCad Ha ee MnpodoSPKEHME W  BbINOMHUTL YCTAHOBKY areHTa 6Ge3onacHoCcTU B
cootBeTcTBUM C 3.2.1.

3Ha4eHns NnapaMeTpoB COXpaHsaTcsa B hanne /opt/ArmAbi/etc/armabi.conf M
B dpanmnax Hactponkun CYBL PostgreSQL n MoryT ObiTb OTpegakTUpoBaHbl MO34HEE B
TEKCTOBOM peaaKkTope.

B npouecce ycrtaHoBku cepepa 6esonacHoctn Ha APM ABW cosgaetcsa OOMeHHas

rpynna «abigroup», B KOTOPYI BKMOYaeTCcsa ydyeTHas 3anncb aaMmHUcTpatopa 6e3onacHocTu

! Nakert libqt5sql5-psql_5.11.0-O0astra6_amd64.deb yctaHaBnuBaetca B OC CH Bepcum 1.6, nakeTt

libqt5sql5-psql_5.15.2+0astra4_amd64.deb ycraHasnueaetca B OC CH Bepcuun 1.7
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nHcbopmaumn®. B cnyvae HeobxoammocTu obecneveHus pabotel ¢ MC APM ABW nop apyrom
YYETHOW 3anucbld ee HeobXOAMMO BKMKYUTL B OAHHYH [pynny, BbINOMHUB OT WMEHMU
cynepnosib3oBaTerns B OKHe TepMuHara KoMaHay:

- Npu ncnonb3osaHun gomeHa ALD:

ald-admin group-mod abigroup -—add-users \
——user=<muMd IIO0JIL30BaTEJI>

- Npu ncnonb3oBaHun gomeHa FreelPA:

ipa group-add-member abigroup —--users=<uMs [OJIL30BATEJISA>

Apnblk ana 3anycka cepsepa 6esonacHoctu [NC APM ABW cospaeTtcsa B rpynne

«CunCTeMHble» rMaBHOrO MEHI0 CUCTEMBbI.

3.2.4. YcTtaHoBKa 1 Hactpouka NC aHanu3a cobbitnn Ub

3.2.4.1. YctaHoBKa [1C aHanu3sa cobbitun Ub

MC aHanusa cobbitun VIb yctaHaBnNuBalTCs B KaXOOM KOHTPONMPyeMOM [OMEHe Ha
OLHOM 13 ynpaBnsieMblX YCTPONCTB (CepBepe LieHTPanM3oBaHHOMO MPOTOKOIMPOBAHWS)

C6op cobbITun MHopMaLMoHHOM 6e30NacHOCTU BbIMOMHAETCS CO BCEX ynpaBnsieMbIX
YCTPOMCTB KOHTPOSIMPYEMOro AOMEHa C WUCMOfb30BaHMEM CUCTEMHOrO cepBuca rsyslog C
nocnepytoulen ee obpabotkon NC aHanusa cobbiTun MB.

Ona BbinonHeHus yctaHoBkn [1C aHanusa cobbitun B TpebyeTcss BbLINOMHUTL
cnegyouwimne encTens:

-BOUTU B CUCTEeMYy MO4 YYETHOW 3annCbio MNONb30BaTeNs, WMEKLWero npaea
cynepnonb3oBaTens;

- BbIMOMHUTL 3anyck nporpammbl « TepmuHan Fly»;

- NONy4YMTb NpaBa Cynepnonb3oBaTenNs, BbINOSIHUB B OKHE TEPMUHANA KOMaHA4Y:

sudo —1i;

Ansa yctaHosku NC aHanusa cobbitun UMb cywecTByeT ABa BapuaHTa yCTaHOBKMU:

- py4Has yCTaHOBKa;

- aBTOMaTtmyeckasa yCTaHOBKa.

Mpw py4yHOM yCTaHOBKKN TpebyeTcs:

- YCTaHOBUTbL Apamnsep 6a3bl AaHHbIX 1ibgqt5sgl5-psql?, BbINOMHWUB KOMaHAY:

dpkg —-i ./<HasBaHmMe naxkera>

- BbINOMHNTb KOMaHAy:

apt install ./sfincs.deb

' YyeTHasi 3anuck aMUHUCTpaTOpa 6E30MacHOCTM A0MkHa BbiTh CO3AaHa B AOMEHe 3apaHee Ha aTane
HacCTPOWNKM JOMEHa.

% Maket libqt5sql5-psql_5.11.0-O0astra6_amd64.deb yctaHaBnuBaetca B OC CH Bepcum 1.6, nakeTt
libqt5sql5-psql_5.15.2+0astra4_amd64.deb ycraHasnueaetca B OC CH Bepcuun 1.7
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[na aBTOMaTMyeckon ycTtaHOBKM TpebyeTcs 3amyCTUTb CKPUMT YCTAHOBKMW, BbIMOMHMB
KomMaHay

sh ./install PsArmAbi.sh
u BblIOpaTb M3 nepeyHs nyHKT «[NC aHannsa cobbitnn b + AreHT 6e3onacHOCTUY.

B npouecce yctaHoBKkM TpebyeTcsa ykasaTb naponb agMuHucTpaTopa 6asbl AaHHbIx MC
aHanusa cobbitun Mb.

Mocne BbinonHeHus yctaHoBku NC aHanuaa cobbitun b HeobxoanMo cornacuTbes Ha
ee NPoJOoSPKEHME M BbIMNOMHUTL YCTAaHOBKY areHTa 6e3onacHocTn B cooTBeTcTBuM € 3.2.1.

3HayeHss BBOOUMbBIX MapaMeTpoB COXpaHATCcA B pannax HacTtpouku NC aHanu3sa
cobbitun VB pacnonaratwowmxca B /etc/sfincs.conf un CYB[ PostgreSQL n moryt 6biTb
OTpeAaKkTUpoBaHbl NO34HEE B TEKCTOBOM pefaKkTope.

Cratyc cepBuca sfincs.service [C aHanmsa cobbitun IB MOXHO npoBepUTb,
BbIMOSTHMB OT MMEHWN Cynepnosib3oBaTensi B OKHe TepMMHana kKoMmaHay:

systemctl status sfincs.service

[na nepesanycka cepBuca sfincs.service NC aHanusa cobeitun Vb TpebyeTtcs ot
UMEHN Ccynepnonb3oBaTens BbINOMHNUTL B OKHE TEpMUHaNa KoMmaHay:

systemctl restart sfincs.service

3.2.4.2. Hactpounka lNC aHanu3sa cob6bitun Ub

Hactponka T[1C aHnanusa cobeitun WB npoussBogutca wuameHeHnamu danna
letc/sfincs.conf, a Takke pegakTupoBaHvem, pAobaBneHvem W yaaneHuem npasun,
KoTopble npeacrtaBneHbl Habopom  json-cpannoB. Kaxgomy  CUCTEMHOMY  KypHany
npuceamBaeTcsl CBOW barn npasBus, KOTOPbIX MOXET ObiTb Heckonbko. COOTBETCTBUA Mexay
json-cbannom n XXypHanom HasHa4varTcs B KOHpUrypaumoHHom canne.

MNMC aHanusa cobbitnin b nmeet Habop NpeaBapuUTenbHO HAaCTPOEHHbIX NpaBun Ans
LeHTpanm3soBaHHOro cbopa cobbiTnin Buaa:

{

"id": "1i",
"vars":
[
{
"name": "<lMmsa nepemeHHOM>",
"type": "<Tun nepemeHHOM>",
"template": "reg('<BrpaxeHue>')"

}
1,

"conditions" : "S${<Mms nepemenHou>} != ''",
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"actions":

[

"alert ('<PesynbTaT 00paboTkM CcOOHTHUA>',<I'pynna>,<YpOBEHb

coberTma>) "

by

[Ana kaxgoro npaswuna CywecTBYeT CBOW YHUKanNbHbIM  naeHTudwmkatop «id», ¢
MOMOLLbIO KOTOPOro, co3gaeTca OpeBOBUAHAs CTPYKTypa. Y Kaxaoro npasuna MoxeT ObiTb
noboe KonuyecTso Nognpasni NN OHU MOTyT OTCYTCTBOBATb.

lMepemeHHble pasgeneHbl Ha ABa Tuna: rnobanbHble M nokanbHble. MobanbHble n
noKarnbHble NepeMeHHble OTNMYalrTcsa Apyr OoT Apyra obnactblo BUAUMMOCTU. [robarnbHble
nepemMeHHble OeWCTBYIOT Ha Becb json-gpawsri, a JiokarnbHble TOSNbKO Ha TO npasuno, rae
nepemMeHHas onpegerneHa, a Takke Ha ee odepHMe npasuna.

CtpykTypa json-channa:

-"glob vars": [] - Bnok, cogepxaliunii CNMCoK rnobarnbHbIX NepeMeHHbIX;

-"name": "varName" - UMA nepemeHHON;

-"type": "int" - Tvn nepemeHHon. lepemeHHble MoryT BbITb NMB0O yncnom (int), Nnbo
TEKCTOM (text);

-"template™ "reg((?<= )\Ww+H\[*\[:)" - WabnoH, no koTtopoMy 6yaeT HaxoanTbCH
3HayeHne nepemeHHon. [aHHbii napameTp He obss3atenbHbin. B wabnoHe MOXHO
ncnonb3oBaTtb PyHKUMN reg(), concat() n column();

-"default™ "0" - 3HadeHme no ymonyaHuio. Takke Heobsa3aTenbHbIM NapameTp,
KOTOpPbIN YKa3blBaeTCH, €CNN He YKa3aH WwabnoH. Henb3ss 0oAHOBPEMEHHO yKa3biBaTb M LLAGMOH,
N 3HAYEeHUe Mo YMOM4YaHuIo;

-"lifetime": 120 - Bpems xu3Hn nepemeHHon. B rmobanbHbIX nepeMeHHbIX AaHHbIN
napaMeTp He YyKasblBaeTCHd, TaK Kak cyuMTaeTcsl, 4YTo rrnobarnbHble NepemMeHHble XUBYT BCe
Bpemsi paboTbl Nporpammel;

-"rules™ [ ] - Bnok, cogepxawuin CNMCok npasui, N0 KOTopbiM ByaeT NpoBepATbCH
coobuleHune XypHana;

-"1d": "1" - Homep npasuna;.

-"vars"™ [ ] - Crpyktypa aHamnornyHaa "glob vars": [ ]. Cnucok nokanbHbIX
nepemMeHHbIX, KOTOpble CYLLECTBYIOT Kak B CaMOM npasurie, Tak U B noanpasunax OaHHOro

npasuna. Ecnu nepemMeHHbIe B npaBuiie HE HYXHbl, TO 3TOT ©G10OK MOXHO He nNucarTb;
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-"conditions"™ "${varName} != value" - Ycnosue, ykasbiBawoLwee Ha TO, NOOXOANUT
N HaM JaHHOE NPaBwUIIo UM HET. B ycrnoBMM MCNOMb3YKTCA 3HAKM HEPABEHCTBA >, <, >=, <=,
==, 1= n nornyeckoe M (&&) ons coctaBneHnsa 6onee CrnoXxHbIX YCIOBUNA;

-"actions" [ ] - Cnncok @yHKUMI, KOTOpble HEeOBXOAMMO BbIMOMHUTL B Chy4vae
BbINOSTHEHUA YCNoOBUA NpaBuna. Ecnu B npaBune He HyXXHbl HUKaKMe (PYyHKUMKU, TO 3TOT BNOK
MOXHO ONyCTUTb.

®PyHKUMKM B «actions» MoryT ObITb:

- let (mathExpression) - AaHHasa QYHKUMA npucBavBaeT NepeMeHHOW pesynbtaT
yKaszaHHOW apudmeTmnyeckon onepaumn. Hanpumep, ecnu B "actions" HaxoanTCca (PyHKUMS
"let (varName += 1)" unm "let (varName = S${varName} + 1)", TO npousonget
cnegymwoulee: nepemMeHHas varName YBENUYUTCH Ha eouHULY U pesynbTaT onepauumn Gyaet
3anucaH B 6a3y JaHHbIX;

-alert ('msg', {eventGroups}, eventLevel) - AaHHas (PYyHKUUA COOEPXUT B
cebe TekcT cooblleHus, rpynnbl U YpoBEHb COOLITUA, KOTOpble OyayT 3anucaHbl B Tabnuuy
Alerts. CoobuweHune (msg) - cooblueHne, kotopoe GyaeT otobpaxaTtbcsi B Tabnuue alerts, B
cnyyae BbINOSIHEHUS npasuna. [pynna (eventGroups) - Maccus rpynn cobbitin. Maccus
AOIMKEH HaxoauTbCs B (purypHbix ckobkax! YpoBeHb cobblITUA (eventLevel) - ypOBEHb
cobbITNSA, JOMKeH ObITb OT 1 Ao 5;

-reg('regExp', var) - (PyHKUMS, KOTOpass HaxoAuUT COBMNageHWe B COOBLLEHUN
XypHana vunvm nepeMeHHON B COOTBETCTBUU C yKa3aHHbIM PerynspHbIM BblpaXXeHUeM. regExp -
perynsapHoe BblpaXeHue. var - NepeMeHHas, B 3Ha4eHUn KOTOpPon ByaeT nckatbCa TO Ui NHoe
coBnageHue. [laHHbIN NapameTp Heobsi3aTenbHbIA. ECnv gaHHbIM napaMeTp He ykasaH, To BCe
coBrnageHus ByayT nckaTbCsa B CTPOKE f10ra;

-column ('delimiter', firstNum, wvar) - aHanor yHkuum awk, TO ecTb
BblaeneHne cronbua M3 CTPOKW, pasfderieHHOro KOHKPETHbIM pasgenutenem: delimiter -
pasgenuTenb, KOTOPbIM MOXET ObiTb 3HakK, CMOBO WM NepeMeHHasi. firstNum - HOMeEp
ctonbua, KOTopbIn HEOBXOAUMO MNOMYYUTb. var - NEepPeMeHHas, B 3HayeHun KoTopoun byaeTt
HaxoAUTbCS YKasaHHbIA pas3gennTens;

- concat (someVarsOrText) — 3Ta QYHKUMA ob6beguHseT CTPOKW, KOTopble
3anucaHbl BHYTPU (PYHKUMK: someVarsOrText - NMBO nepemeHHble, B0 HEKUN TEKCT U

nepemMeHHble, KOTopble 00 beAMHATCS B OOHY CTPOKY.
3.3. YaaneHue nporpamMmbl

Ana yoanexnus NC APM ABU TpebyeTcs BbINONHUTL OT MMEHW Cynepnonb3oBaTens B

OKHE TepMunHana KoMmaHay:
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- ANSA yganeHus cepsepa 6e30nacHoOCTU:
apt remove armabi
- AnAa yaaneHund areHta ©e3onacHocTu
apt remove armdl;

- ans ynanexus NC aHanuaa cobbitnin VIb:

apt remove sfincs
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4. MPOBEPKA NMPOIrPAMMbBI

4.1. OnucaHue cnoco60B NPoOBEpPKU

lMpoBepka nporpaMmmbl BbINOMHAETCS NOCPEACTBOM MpoBepku uenoctHoctn NC APM
ABW 1 TecTnpoBaHna ero ka4eCcTBeHHbIX ((PYHKUMOHAmNbHbIX) XapaKTePUCTUK.

Mpoeepka uenoctHoctn NC APM ABW ocywecTtBnseTcs nocpenctBOM NPOBEPKU
LeNIoCTHOCTU ANCTPUBYTUBHBIX HOCUTENEN MHAOPMaLMK.

TecTnpoBaHne Ka4decTBEeHHbIX ((PyHKUMOHanNbHbIX) Xxapaktepuctuk [C APM ABU

OCYLLIECTBNSETCSA NOCPEACTBOM MPOroHa NporpaMmbl.
4.2. NMpoBepKa LenoCTHOCTU AUCTPUOYTUBHBLIX HOcUTenen MHopmaumm

lMpoBepka LENOCTHOCTU OUCTPUBYTMBHBLIX HOCUTErnen MHopMauMM OCyLecTBAsSeTCs
nocpeacTBoOM pacdeTa UX KOHTPOSIbHbIX CYMM W CPaBHEHUS CO 3HAYEeHUSIMU, yKasaHHbIMU B
pokymeHTe «[NC APM ABU. ®opmynsp» PYCB.30488-04 30 01.

[na pacyeTa KOHTPOSBHOM CyMMbl HOCUTENA MHpopMaLnmn HeobxoaumMo:

- YCTaHOBUTb HEOBXOANMbBIN ANCK B YCTPONCTBO YTEHUS OUCKOB;

- HaXkaB KoMOuHauuio knasuw <Alt+T>, BbINOMHUTE 3anyck nporpammbl « Terminal Flyy;

- BBECTU B KOMaHOHOW CTpoKe KOMaH4y gostsum -d /dev/cdrom W HaxaTb
knasuwy <Enter>;

- foxaaTbcsa 3aBeplleHns paboTbl NporpamMmmbl NogcyeTa KOHTPOSTbHOW CYMMBbI;

- CPaBHUTb MOJSTyYEHHOE 3HAYEeHWEe CO 3HAYEeHMEM KOHTPOSIbHOW CYyMMbl, YKa3aHHOW B
pokymeHTe «[NC APM ABUN. dopmynsp» PYCB.30488-04 30 01,

- N3BIeYb ANCK N3 YCTPONCTBA YTEHUS OUCKOB.

[MpoBepka cuyMTaeTcs BbINOSIHEHHOW YCMNELWHO B CryyYae COBMafeHUsi KOHTPOSIbHOW
CYMMbI, BblAaHHOW MpOrpamMmMon nogcyeTa, Co 3Ha4YeHMEM KOHTPOSIbHOW CYyMMbl, YKa3aHHOW B
aokymeHTte «C APM ABN. ®opmynsp» PYCB.30488-04 30 01.

4.3. MeTtoabl NporoHa

4.3.1. 3anyck nporpamMmmbl
3anyck nporpamMmbl OCYLLECTBRSIETCA B COOTBETCTBMM C AokymeHTom «[C APM ABW.
PykoBoacTteo onepatopa» PYCBE.30488-04 34 01.

4.3.2. NMpoBepka paboTbl NporpaMmmsbl

Mpoeepka paboTbl NporpaMmbl COCTOUT B OLIEHKE KOPPEKTHOCTM BbINOSIHEHUS MpU
pabote ABN dyHKuMOHaNa, nNpMBedeHHOro B 1.2 HACTOAWEro OOKYMEHTa, B COOTBETCTBUM C
pokymeHTom «IC APM ABWU. Pykosoacteo onepatopa» PYCB.30488-04 34 01.
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4.3.3. 3aBeplueHue paboTbl NporpamMmbl
3aBepLueHne paboTbl NporpamMmmbl OCYLLECTBNAETCS B COOTBETCTBUM C PyKoBOACTBOM
onepaTtopa PYCBE.30488-04 34 01.
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5. COOBLUEHUA CUCTEMHOMY NPOIrPAMMUCTY

Mpwn yctaHoske NMNC APM ABW BO3MOXHO nosiBneHne coobLueHnsa «3anyctute CKpunT C
npaBamu cynepnonb3oBatensd». [pn nNosiBNEHMM AAHHOIMO COOBLIEHUSI BbINOMIHUTL B OKHE
TepMuHana cregyroLLyo KomaHay:

sudo -1
1 MOBTOPHO 3anyCTUTb CKPUNT YCTAHOBKM NPOrpamMmbl.

B xoge oakcnnyataumm [IC APM ABW BO3MOXHO nosiBneHne coobueHna o
HEBO3MOXXHOCTM YTEHUS UNM nepeHoca nor-gannos u3 /tmp B /opt/Armabi. Mpyn nony4eHun
AaHHOro coobLeHns HeoBXOANMO BbIMOMHUTL CrieayoLlne JeNCTBUS:

- 3anycTuTb nporpammy « TepmuHan Fly»;

- OT MMEHN Cynepnonb30BaTerNs BbIMOMHUTL CIEAYOLLYI0 KOMaHAY:

chmod -R <755> abiadmin:Astra-admin /opt/Armabi,

roe abiadmin — HaMMeHOBaHWE YYEeTHOW 3anucu agmuHucTpaTopa 6e3onacHoCcTn

nHdopmauun Ha APM ABW.
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NMEPEYEHb COKPALLEHUN
ABU — agMuHucTpartop 6esonacHocTn nHdopmaumm
APM — aBTOMaTM3MpoBaHHOEe paboyee MecTo
=y1| — 6a3a gaHHbIX
EMM — eNHOoE NPOCTPAHCTBO MNosib3oBaTenien
7]3) — MHpOopMaLMOHHasn 6e3onacHOCTb
KT — KOMMJiekc nporpamm
ny — ITNCT yTBEPXOeHNA
HXM — HaKonuTerb Ha XXeCTKOM MarHUTHOM JucKe
HCO — HEeCaHKUMOHNPOBAHHbIA JOCTYN
o3y — onepaTUBHOE 3anoMuHaroLlee yCTPONCTBO
oC — onepaumMoHHas cuctema
rnc — porpamMmHoOe cpeacTBo
crn — cneumanuanpoBaHHbIN reHepaTop nNaposien
CH — crneuymanbHOe Ha3HayYeHne
cyb — cucTema ynpasneHus 6aszammn gaHHbIX
ALD — Astra Linux Directory (cny>k6a gomeHoB Astra Linux)
FreelPA — Free Identity, Policy and Audit (cBobogHas uvaeHTUMKaumusa, nonmTuka wm

ayaur)
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JInct pernctpauum nsmeHeHmin

N3am.

Homepa nuctoB (cTpaHuy)

name-
HEeHHbIX

3aMe-
HEeHHbIX

HOBbIX

aHHynu-
poBaH-
HbIX

Bcero
nucTos
(cTpaHuu)
B JOKYM.

Ne
OOKYMeHTa

Bxoaawmin Ne
conpoBoaun-
TernbHOro
JOKyM. 1 faTa

Moan.

[ata




